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Publishing software with good quality

• there can be many criteria for a software to consider it as having good quality:

▪ no license or author issues

▪ comply to the 

▪ good code quality (linting, best practices, static code analysis …)

▪ …

• why not detect flaws automatically by analyzing the software repository?

→ therefore the  project was started

REUSE Specification

Goal: implement a framework that offers tools to check the quality of a software

project

SQA

https://reuse.software/spec/
https://git.gfz-potsdam.de/id2/software/services/fair/software-quality-assurance
https://reuse.software/spec/
https://git.gfz-potsdam.de/id2/software/services/fair/software-quality-assurance


What it does

• command-line tool

• get information about a given software

• software should be contained within a Git repository

• list used programming languages, authors and some metadata

• list licenses (only Python and JavaScript for now)

• check compliance to REUSE Specification

• add missing license headers to files if desired

• check for passwords/secrets committed to the repository

• integration in CI pipelines possible (via Docker image)

• generates a quality report



Reuse Specification

• SQA uses the  to check the software

•  need to be used

• each file needs to have license information

reuse-tool

SPDX license identifiers

# SPDX-FileCopyrightText: 2022 John Doe

#

# SPDX-License-Identifier: Apache-2.0

https://github.com/fsfe/reuse-tool
https://spdx.org/licenses/
https://github.com/fsfe/reuse-tool
https://spdx.org/licenses/


Example project



GIT REPOSITORY



CONFIGURATION FOR LICENSE CHECK



CONFIGURATION FOR PYTHON DEPENDENCIES



RUN SQA WITH COMMAND LINE

docker run -v /home/mruester/git/geoperil.git:/repo \

    -u $(id -u ${USER}):$(id -g ${USER}) \

    git.gfz-potsdam.de:5000/id2/software/services/fair/software-quality-assurance/software-quality-

assurance:latest \

    sqa run \

         --reuse_lint \

         --list_used_licenses \

         --list_used_languages \

         --list_authors \

         --check_credentials



QUALITY REPORT



QUALITY REPORT



INTEGRATION IN GITLAB CI



INTEGRATION IN GITLAB CI



Future plans

• support more programming languages (for licenses, linting …)

• offer a self-service for scientist to check their repository via web browser

• check for duplicate code

• check if tests exist

• static code analysis (vulnerabilities, best practices …)



Interested?

• SQA repository: 

• contact us: 

• helpful links:

▪ REUSE specification: 

▪ SPDX license list: 

https://git.gfz-potsdam.de/id2/software/services/fair/software-quality-assurance

software-services@gfz-potsdam.de

https://reuse.software

https://spdx.org/licenses

https://git.gfz-potsdam.de/id2/software/services/fair/software-quality-assurance
mailto:software-services@gfz-potsdam.de
https://reuse.software/
https://spdx.org/licenses
https://git.gfz-potsdam.de/id2/software/services/fair/software-quality-assurance
mailto:software-services@gfz-potsdam.de
https://reuse.software/
https://spdx.org/licenses

